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TEXHUYECKUE 3AJAHU S
Ha npoayienus jmunensuu [1K ayaura nHbopMannoHHoOM 6e30macHOCTH HH(YOPMAIMOHHEIX CHCTEM
GaHKa, MPOISHHS IUIIEH3UH TEXHHIECKOH [OIEPKKH CHCTEMBI KOHTPOJIS M MOHHTOPHHTA
MIOJIKJTFOYCHHH ITOJIE30BaTeNIeN K KpUTUYECKH BaXKHBIM aBTOMATH3UPOBAHHEIM CHCTEMaM OaHKa,
JMLIEH3UH JIJI1 MEXKCETEBBIX OKPAaHOB CBS3HU /151 OM3HEC KOPIIOPATUBHEIX MOJIH30BATEIEH.

1.  JImmensmonHoe mporpammHoe oGecneuenue Tenable.sc — Subscription Term: 12
Months, IP Bands: 500, Order Type: New 1t ipoBesieHust ayqura HHGOPMALMOHHON 6€30MaCHOCTH -
On Premise - Subscription - Scanner(s) Included - Annual Subscription (New) ra 500 xocToB

IHoanep:xkuBaemble nias ckanupoBanus OC: cemeiictBo Windows, UNIX-niogo6usie OC,
macOS, Cisco 10S, Huawei VRP, Check Point GAiA, Juniper Junos, BO3MOXHOCTb CKAaHHPOBAHMS
MoOunbpHBEIX OC 3a cyeT HHTerpanuu ¢ mwiarhopMaMu yIpaBlIeHds KOPIOPaTHBHOM MOOGHIEHOCTBIO U
Tolls

OcHOBHBIE 0COOEHHOCTH:

- aKTUBHOE OOHapyXXEHHE aKTUBOB HECKOJBKMMH METOJaMH: PEXHM IEH-TECTA, PEXKUM C
ayTeHTU(UKaIMel, CKaHIPOBaHNE areHTaMH, ITACCHBHBIN CKaHe;

- mpoBepka Ha cooTBeTcTBUsI PCI DSS 1 ISO 27001;

- nnposeaeHne uuBeHTapusanuu [10: CIIO u III1O;

- IPOBEPKA aKTyaJbHOCTH 0a3 CUTHATYp M IIOUCK YSI3BUMOCTeM aHTUBHpYCcHOTO [10;

- exxeqHeBHOE oOHOBNIeHUE B/] ys3BuMOCTEH;

- OOHOBJICHHUE ITarMHOB CKaHUpoBaHus mociie Berxoga CVE B Teuenue 24 4acos;

- TPUCYTCTBYET (YHKIHOHAI AHAJIATUKH, BU3YyaJIU3alMd ¥ OLEHKH MOBEPXHOCTH PHCKA
HH(}OpPMaMOHHOM 6e30I1acHOCTH;

- IIOXCK BPEAOHOCOB 1 09KH0poB, uHTerpamus ¢ Threat Intelligence;

- ynpasienue ysa3sumoctsmu ACY TII;

- HHTerpanus ¢ BHemHuMHU cucremamu (MDM, Patch Management, PIM, cucremamu ceTeBoi
AHAIMTHKH);

- aHAJINTUKA IIOBEICHUS U JETEKTUPOBAHUE aHOMAJIHIA;

- BCTPOEHHAs! KOPPEJLALHS YSI3BUMOCTEH C JIOTaMu;

- perucrpanys Beex nepenad ¢aitnos uepez SMB, NFS, FTP u apyrue npoToKobl Kak BHYTPH
CETH, TaK U 3a €€ IpeesiaMu;

- onnaitH/od dnaity o6HoBIeHKE 10 U B]I.

Heo0xoaumMo IpeoCTaBUTh: CBHIETENBCTBO O PETHCTPAlldM, IHMCHMO aBTOPM3ALUM OT
IPOM3BOJMTENS, CEPTHOHUKAT IIapTHEPA M CEPTUPUKAT TEXHUUECKOTO CIIENUATNCTA OT IPOU3BOAUTEIS
AerictByromuii B Pecrry6imku Y30ekucraH.

2, JIumeH3uoHHOE MPOrpaMMHOe oecHevYeHHe MPOJJIEHHE TEXHUYECKOE MOMIEPKKH
AJISl BeleHUSI MOHUTOPHHIA, AHAJIH32 H KOHTPOJIA JOCTYNA NPUBUIETHPOBAHHBIX M0JIL30BATEIEI.
Virtual Appliance Support - License Support - Standard 1Y, Fudo Virtual Appliance Support - Standard
1Y, mocTaBIUK JODKEH yCTAHOBHUTH M HACTPOUT Ha ILIOMIAKe 3akazumka. IlonHoe omucanue I10 B
MIPHIOKCHIH. :

Heo06xonumo NpenocTaBUTh: CBHIETENBCTBO O PETHCTPAIMH, MHCHMO ABTOPH3AlMH OT
IPOM3BOJUTEIIS, CEPTH(HUKAT IapTHEPA B CEPTUGUKAT TEXHHUYECKOTO CIEHHATIUCTA OT TPOU3BOAUTEIS
nerictyromuii B Pecriy6mku Y30ekucraH.
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3. JlumeH3MM Ha NPaBO IMOJIb30BAHMSI NPOrPAMMHO-ANNAPATHBIM KOMILIEKCOM
Fortinet FortiGate-500E.

O6mue TpedoBaHMS

Yeiyru 1o MpoUIEHHIO TEXHUYECKOH MOJIepiKKe JODKHBI PEIOCTaBIATCS I TEKyIIeH 1
NOCJIEAYIONIMX BEPCHI aNmapaTHoro ¥ IporpaMMHOro obecneueHus mpoaykroB Fortinet;

B ciydae cHATHS ¢ mpou3BOACTBAa KakoM-mu6o wactu Ilpomykuuu (O60pymoBaHus) WITH
UCTCYCHUSI CpPOKA IIPEMOCTABIECHHS YCIOYI TEXHHYECKOH MOINEPXKKM Ha OIpPEAEIECHHBIE THUIIBI
obopynosanus (EOL - End of Life), McnonauTeneM npenocrasisercs cCOOTBETCTBYIOIIEE THCHMEHHOE
YBEIOMJICHHE B CPOK HE IO3/HEE 6 MECALIEB JO JaThl CHATHUSA C IPOM3BOJCTBA M OKOHYAHMS CPOKA
IIPENOCTABIIEHHS TEXHUUECKON OIICPKKH;

Hcnonnurensr o6a3aH ObITh oQUUHMAIBHBIM napTHepoM Kommnanuu Fortinet, u
MOATBEPIUTH NPABO HA MOCTABKY Ha TeppuTopun Pecnyb6anku Y306ekucTaH aBTOPOTAIHMOHHBIM
NHCbMOM OT KOMIAHMH-IPOM3BOAHTENS (MO0 €ro yNMOJHOMOYEHHOro TePPHUTOPHAILHOIO
npeacTaBuTelis) NpuodpeTaemMoro JTHMIEH3NOHHOr0 IPOrPAMMHOIO 06ecedeHHs

YcioBusi npeaocTaB/IeHHsI TEXHHYECKOi MOQIEPKKH U MPOIJIEHHsT JTHUIEH3Hi

Kpyrnocyrounsii mpuem 3asgBok McmonHuTeneM o BBIXOJE M3 CTposS 00OpyHOBaHHS.
O6s3aTensCTBa 0 BPEMEHHM peaknuy Ha 3alpoc CYMTAIOTCS BBIIOJHEHHBIMH B MOMEHT IOCTABKH
HCIIPAaBHOI0 060PYyIOBaHUS B aapec 3aKa3uuKa.

Cpox nefcTBHS TEXHMYECKOH IOIIEpXXKKH JODKEH COCTaBIATh HE MEHee ONHOIO roja ¢
MOMEHTa aKTHBaluM IHIeH3uH. [logaepxka DOMMKHA OCYIIECTBIATECS B pexxume 24x7, 365 nHeit B
rofly, ¢ MOMEHTa MPUOOPETEHHs JHMIECH3UM; BKIIIOYAs Npa3fHUYHBIE W BBIXOAHBIE IHH, yIUTHIBASL
4acoBOM MOsIC.

TpeGoBaHUS K JTUICH3MH: :

Bo3M0XHOCTB 0OpaleHus B TEXHHYECKYIO TIOJIEPXKKY Ul PELIEHUS IPOOIIEM, CBA3aHHBIX C
9KCILTyaTale IporpaMMHO-aIapaTHOro KOMILIEKCA.

B03MOXHOCTh HONMyYeHHs OOHOBIEHMM IIPOrpaMMHOrO OGECHEYEeHHs IS IMPOrPaMMHO-
annapaTHOro KOMILIEKCa, B TEYEHHE CPOKa IEHCTBUS IMLIEH3UN Ha TEXHUUECKYIO MOIIEPIKKY;

OGecmeunBaTh JOCTyn K CEpBHCY OOHOBJEHMS Ui IIOJy4eHHMsS BCEX HEOOXOIMMBIX
OOHOBJIEHHMH CUTHATYP, MCIIONB3YEMBIX B IIPOrPAMMHO-AIINIapaTHOM KOMILIEKCE Ha NPOTSHKEHHH CPOKa
JEACTBHUS TEXHUYECKON OIAEPIKKU

CepBUCHBIE TUIIEH3NH BKIIOYAIOT B CE0S:

KonTpoms nmpunoxeHuit — 0OHOBIEHUE CUTHATYD MPHJIOKEHHUS OT IPOM3BOJUTENS HE MeHee
OJTHOTO Toja.

Cucrema npenoTBpalleHUs BTOP)KEHHI — OOHOBJICHHE CUTHATYDP OT IPOM3BOJUTENSA HE MeHee
OJTHOTO ToJIa.

AHTHBHMpPYCHas 3alllUTa - OOHOBIECHHWE CHUTHATYP NPHJIOKEHHS OT IPOU3BOIMTENS HE MEHee
OJTHOTO ToJa.

OunbTpanus Be6-TpaduKa — JOCTYN K OHNaitH Gase pemyTamus MPOM3BOAUTENS HE MEHee
OJTHOTO roja.

3amura OT HeXenaTenbHOH KOppecoHIeHIHU(aHTHCIIaM) — JOCTYII K OHJIANH 6ase peryTarus
IIPOU3BOAUTENS HE MEHEe OJTHOIO roja.

FortiSandbox Cloud — 3To pemeHne s BBISBIEHHS NMPOJBHHYTHIX YTPO3, BBIIOJIHSIOLIEE
AUHAMHUYECKUA aHamu3 Uil MACHTH(QUKAIUKM paHee HEM3BECTHOro BpenoHocHoro I1O. AxryambHbIe
AaHHbIE, co3naHHble «necounuuen» FortiCloud Sandbox, mocTymaror B cucTeMsl IpOo(HIAKTHIECKOM
IIPOBEPKH BHYTPH CETHU I 00€3BPEKMBAHUS YTPO3BL.

Crnyx6a FortiCare — TexHuyeckas moIEpKKa OT IIPOU3BOAUTENLS.




